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Simplified decision tree for recommended UA central authentication of a service

Is this a web browser-based
(thin client) service?

Shibboleth enabled
(protected by 
Shibboleth SP)?

Apache or IIS 
server-based
or can consume 
SAML?

IIS and IE8 browser 
ONLY?

can decode base64, 
parse XML &
process http POST?

Native support of 
Kerberos or 
MS-KILE?

Consume SAML 
assertions?

UA securely managed 
server?

UA trusts security 
realm of service?

Yes No

No

No

No

No

No

No

No

Shibboleth 

IWA 

Custom 
Shibb w/ 
SAML 1 

LDAP AD 
or ADAM 

Kerberos  
or 

MS-KILE

Custom 
SAML 

LDAP support 
("2 step bind")?

N/A

Yes

Yes

Yes

Yes

Yes

Yes

process http POST? AuthServ Yes

native support for 
NTLMv2?NTLM Yes

No

Yes

Native support CAS?

No

CAS
CASSHIB Yes

YesNO

No

Yes
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/&%.()&/#$).#(-B<,?((/M##P'*/#*)3=$/&=%+&%=(#),&#,)<?#$%&'()&*+$&(/#.,-$*)#,=#
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B$//D,=.#D*&'#&'(#ZB()#G&$).$=./#U^]#B$//D,=./M#
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J$/(.#,)#+=(.()&*$</#3,=#$<<#/&%.()&/#$).#(-B<,?((/#*)#$#_(=J(=,/#.$&$J$/(#%/*)1#
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&%=)#&=*11(=*)1#$#+<($=#&=().#&,#.(B<,?#,=#=(A%*=(#-,=(#/(+%=(#-(&',./#,3#
$%&'()&*+$&*,)M##W'*<(#-%<&*B<(#$%&'()&*+$&*,)#B=,&,+,</#$=(#.(B<,?(.#$&#!"#=(<?*)1N#
%<&*-$&(<?N#,)#&'(#/$-(#B$//D,=./N#&'(#/(+%=*&?#$).#B=*E$+?#,3#%/(=/C#.*1*&$<#
*.()&*&*(/#/',%<.N#&,#&'(#(F&()&#B,//*J<(N#&*<&#&,D$=.#.(B<,?*)1#-,=(#-,.(=)#
B=,&,+,</#&'$&#J(&&(=#B=,&(+&#&',/(#*.()&*&*(/M##P'(#$%&'()&*+$&*,)#B=,&,+,</#
.(/+=*J(.#J(<,D#$=(#$==$)1(.#=,%1'<?#*)#,=.(=#,3#*)+=($/*)1#B=,&(+&*,)#,3#%/(=/C#
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&,#%/(=/C#.*1*&$<#*.()&*&*(/#*/#+<($=9#$..*&*,)$<#+,B*(/#,3#&'(#B$//D,=.#/&,=(#+=($&(#
-,=(#B,*)&/#,3#$&&$+>#,=#$++*.()&$<#(FB,/%=(#&'=,%1'#$++*.()&$<#,=#*)&()&*,)$<#
+,-B=,-*/(#,3#/(+%=*&?#,)#&'(#(F&(=)$<#/(=E*+(M##U3#&'(/(#(F&(=)$<#/&,=(/#$=(#
=(1%<$=<?#Q=(3=(/'(.R#&,#>((B#&'(-#/?)+'=,)*T(.#D*&'#$#+()&=$<#/&,=(N#&'$&#B=,+(//#
*&/(<3#*/#$#D($>#B,*)&M##W*&'#%/(=/C#!"#+=(.()&*$</#),D#B=,E*.*)1#$++(//#&,#/()/*&*E(#
$).#B(=/,)$<#*)3,=-$&*,)N#=(B<*+$&*)1#!"#+()&=$<#B$//D,=.#/&,=(/#/',%<.#J(#/&=,)1<?#
.(B=(+$&(.M#

D#;-%@(E8#'8F(A'#3#&=!%-89#"#/*-B<(#-($)/#,3#=(<?*)1#,)#$#1()(=$<#B%=B,/(#+()&=$<#
B$//D,=.#/&,=(#D*&',%&#'$E*)1#$)#*)&(=)$<#+,B?#,3#&',/(#B$//D,=./#*/#&,#/,<*+*&#
+=(.()&*$</#3=,-#%/(=/#=(A%(/&*)1#$++(//N#&'()#=(B<$?#&',/(#+=(.()&*$</#S#&'$&#*/N#Q<,1#
*)R#&,#W*).,D/#,=#\^"0#^*=(+&,=?#L,=#$),&'(=#/(=E*+(#/%+'#$/#$)#(-$*<#$++,%)&O#$/#
&'(#%/(=M##W'*<(#&'*/#-(&',.#.,(/#),&#()&$*<#&'(#(F&(=)$<#/(=E*+(#-$*)&$*)*)1#$#
+,-B<(&(#+,B?#,3#&'(#!"#B$//D,=.#/&,=(N#*&#.,(/#(FB,/(#&,#&'(#(F&(=)$<#/(=E*+(#&'(#
%)()+=?B&(.#B$//D,=.#,3#(E(=?#%/(=#D',#/%++(//3%<<?#%/(/#&'$&#(F&(=)$<#/(=E*+(M##
LW'*<(#&'(#B$//D,=.#+$)#$).#/',%<.#J(#/()&#,E(=#&'(#)(&D,=>#E*$#GG\N#D'*+'#
()+=?B&/#&'(#B$//D,=.#*)#&=$)/*&N#&'(#/(=E*+(#-%/&#.(+=?B&#&'(#-(//$1(#$).#=(+,E(=#
&'(#B<$*)#&(F&#%/(=#B$//D,=.#&,#=(B<$?#&'(#%/(=C/#+=(.()&*$</#&,#&'(#+()&=$<#B$//D,=.#
/&,=(V#&'*/#/(+,).#&=$)/-*//*,)#S#&,#&'(#B$//D,=.#/&,=(#S#/',%<.#$</,#J(#$#/(+%=(#
()+=?B&(.#&=$)/-*//*,)MO#Z3#+,%=/(N#*3#&'(#(F&(=)$<#/(=E*+(#*/#QD(<<#J('$E(.R#*&#.,(/#
),&#+$+'(#,=#,&'(=D*/(#/&,=(#&'$&#%)()+=?B&(.#B$//D,=.#,=#-$>(#*&#$E$*<$J<(#&,#$#
&'*=.#B$=&?V#J%&#&'(#=*/>#=(-$*)/#,3#$++*.()&$<#,=#*)&()&*,)$<#(FB,/%=(#,3#%/(=/C#
B$//D,=./M##@(B<$?#/',%<.#J(#B=,'*J*&(.#3,=#/(=E*+(/#(F&(=)$<#&,#!"N#$).#.(B<,?(.#
3,=#*)&(=)$<#!"#/(=E*+(/#D*&'*)#!"C/#/(+%=(#/(=E(=#T,)(#,)<?#*3#-,=(#/(+%=(#-(&',./#
$=(#),&#3($/*J<(M#
• /9+?(%E=B#&=!A%=!6&#=(<*(/#,)#&'(#,B()#/&$).$=.#\^"0#B=,&,+,<M##!/(=/#B=,E*.(#

&'(*=#+=(.()&*$</#L%/(=)$-(#$).#B$//D,=.O#&,#&'(#$BB<*+$&*,)V#&'(#$BB<*+$&*,)#
&'()#E(=*3*(/#,=#$%&'()&*+$&(/#&'(#%/(=#*)#&D,#/&(B/9##P'(#$BB<*+$&*,)#L6O#A%(=*(/#
&'(#\^"0#.*=(+&,=?#&,#%)*A%(<?#*.()&*3?#&'(#=(+,=.#$//,+*$&(.#D*&'#&'(#%/(=)$-(#
B=,E*.(.#J?#&'(#%/(=N#&'()N#L2O#%/(/#&'(#%)*A%(#=(+,=.#*.()&*3*(=#3,%).#
LQ.*/&*)1%*/'(.#)$-(R#*)#\^"0O#$).#&'(#B$//D,=.#B=,E*.(.#J?#&'(#%/(=#&,#<,1#*)#
,=#QJ*).R#&,#&'(#\^"0#.*=(+&,=?M##U3#&'(#<,1*)#/%++((./N#&'(#$BB<*+$&*,)#'$/#
E(=*3*(.#&'(#%/(=#B=,E*.(.#&'(#+,==(+&#+=(.()&*$</#3,=#$#B(=/,)#*)#&'(#\^"0#
.*=(+&,=?M#

• D#;-%@(=6(+A=!G#(9!'#A=6'@#'$/#&'(#/$-(#&D,7/&(B#<,1*+#$/#\^"0#$%&'()&*+$&*,)N#
J%&#%/(/#&'(#"0U#,3#]*+=,/,3&C/#"+&*E(#^*=(+&,=?M##a(=(#*/#&'$&#&D,7/&(B#B=,+(.%=(#
.(/+=*J(.#*)#&'(#M)(&#3=$-(D,=>9#&'(#$%&'()&*+$&*,)#+,.(#$++(B&/#$#.,-$*)N#$#
%/(=#)$-(N#$#B$//D,=.N#$).#$#B$&'#&,#&'(#&=((#*)#"+&*E(#^*=(+&,=?M#P'*/#+,.(#%/(/#
&'(#\^"0#.*=(+&,=?#B=,E*.(=M#P'(#+,.(#*)#&'(#\,1,)M$/BF#B$1(#+$<</#&'(#
\.$B"%&'()&*+$&*,)MU/"%&'()&*+$&(.#-(&',.#$).#B$//(/#*)#&'(#+=(.()&*$</#&'$&#
$=(#+,<<(+&(.#3=,-#&'(#%/(=M#P'()N#$#^*=(+&,=?[)&=?#,Jb(+&#*/#+=($&(.#D*&'#&'(#
B$&'#&,#&'(#.*=(+&,=?#&=((N#&'(#%/(=#)$-(N#$).#&'(#B$//D,=.M#P'(#%/(=#)$-(#-%/&#
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J(#*)#&'(#.,-$*)d%/(=)$-(#3,=-$&M##P'(#^*=(+&,=?[)&=?#,Jb(+&#&'()#&=*(/#&,#
3,=+(#&'(#"./ZJb(+&#&,#J*).#J?#,J&$*)*)1#&'(#H$&*E(ZJb(+&#B=,B(=&?M#U3#&'*/#
/%++((./N#&'(#;H#$&&=*J%&(#3,=#&'(#%/(=#*/#,J&$*)(.#J?#+=($&*)1#$#
^*=(+&,=?G($=+'(=#,Jb(+&#$).#J?#3*<&(=*)1#,)#&'(#
/"]"++,%)&H$-($./+'(-$M$e/$-$++,%)&)$-(fM"3&(=#&'(#%/(=#*/#
$%&'()&*+$&(.N#&'(#U/"%&'()&*+$&(.#-(&',.#=(&%=)/#&=%(M#g#
'&&B9KK-/.)M-*+=,/,3&M+,-K()7%/K<*J=$=?K-/6Y5Y45LhGMY5OM$/BFi#

• +9+0#L"+&*E(#^*=(+&,=?#"BB<*+$&*,)#],.(O#*/#]*+=,/,3&C/#\^"0#.*=(+&,=?#/(=E*+(#
*)#$#Q<*1'&D(*1'&R#%/(=#/(=E*+(#-,.(#/B(+*3*+$<<?#.(/*1)(.#&,#B=,E*.(#.*=(+&,=?#
/(=E*+(/#&,#$BB<*+$&*,)/M##]*+=,/,3&#.(/+=*J(/#"^"]#$/#-,=(#/+$<$J<(#&'$)#&'(#
3%<<#"^#3,=#/*-B<(#$%&'()&*+$&*,)#$).#,&'(=#\^"0#.*=(+&,=?#/(=E*+(/N#$).#:=.#
B$=&?#J()+'-$=>/#$BB($=#&,#J($=#&'*/#,%&M#

H'E8=#3(HB!'3(?%'=@(%E=B#&=!A%=!6&I(P'(#&(+')*+$<#=(-(.?#3,=#&'(#<*-*&$&*,)/#
.(/+=*J(.#,3#+=(.()&*$<#/?)+'=,)*T$&*,)#$).#+=(.()&*$<#=(B<$?#*/#&=%/&(.#&'*=.#B$=&?#
$%&'()&*+$&*,)M##@$&'(=#&'$)#B=,E*.*)1#+=(.()&*$</#&,#&'(#/(=E*+(#L$BB<*+$&*,)ON#%/(=/#
=(A%(/&*)1#$++(//#$=(#=(7.*=(+&(.#&,#$#&'*=.#B$=&?#.(.*+$&(.#&,#$%&'()&*+$&*,)#$).#
&=%/&(.#J?#J,&'#&'(#%/(=#$).#&'(#/(=E*+(M##P'(#%/(=#$%&'()&*+$&(/#&,#&'*/#&=%/&(.#
$%&'()&*+$&*,)#/(=E*+(#$).#&'(#$BB<*+$&*,)#&=%/&/#$)#$//(=&*,)#3=,-#&'$&#/(=E*+(#&'$&#
&'(#%/(=#*/#$%&'()&*+$&(.M##P'%/#=B#(8#'G!A#(%E=B#&=!A%=#8(E8#'8(7!=B6E=(=B#(E8#'8F(
A'#3#&=!%-8(J#!&K(#L;68#3(!&(%&@(7%@(=6(=B%=(8#'G!A#M##(

5#J(M'3(?%'=@I#!"#*-B<(-()&$&*,)/#,3#W*).,D/#^,-$*)#$).#ZB()#G&$).$=./#U^]#
B=,E*.(#$#-(&',.#3,=#D(J7J$/(.#/(=E*+(/#L*M(MN#&',/(#$++(//(.#E*$#$#D(J#J=,D/(=O#&,#
$%&'()&*+$&(#%/(=/#J?#=(3(==*)1#&'(-#&,#$)#$%&'()&*+$&*,)#/(=E*+(M##X,&'#'$E(#
<*-*&$&*,)/#&'$&#=(/&=*+&#&'(*=#%/(#&,#+(=&$*)#+<$//(/#,3#D(J#/(=E*+(/M#
• >&=#K'%=#3(5!&3678(+E=B#&=!A%=!6&#()$J<(/#/(=E*+(/#,)#]*+=,/,3&C/C#UUG#LU)&(=)(&#

U)3,=-$&*,)#G(=E*+(/O#/(=E(=#&,#$%&,-$&*+$<<?#$%&'()&*+$&(#%/(=/#$++(//*)1#&'(#
/(=E*+(#D*&'#]*+=,/,3&#U)&(=)(&#[FB<,=(=M##P'(#B=,&,+,<#*/#),&#=($.*<?#(F&()/*J<(#
&,#/(=E*+(/#',/&(.#,)#,&'(=#D(J#/(=E(=/#,=#&,#J=,D/(=/#,&'(=#&'$)#U)&(=)(&#
[FB<,=(=M#

• *+(+E=B<#'G#()$J<(/#$)?#/(=E*+(#&'$&#+$)#=(.*=(+&#%/(=/#$).#B=,+(//#.$&$#B<$+(.#
*)#$#Q+,,>*(R#J?#"%&'G(=EM###U&#'$/#J(()#D*.(<?#.(B<,?(.#3,=#!"7.(B<,?(.#/(=E*+(/#
$).#'$/#B=,E(.#/*-B<(#&,#.(B<,?#$).#=(<*$J<(N#J%&#,3#+,%=/(#=(A%*=(/#&'(#/(=E*+(#
&,#(FB<*+*&<?#=(+,1)*T(#&'(#"%&'G(=E#*)&(=3$+(#$).#*/#&'%/#),&#=($.*<?#
*-B<(-()&(.#*)#+<,/(.#&'*=.#B$=&?#$BB<*+$&*,)/M##"%&'G(=EC/#<*-*&$&*,)/#$=(#L6O#
"/#$)#*)7',%/(#!"#.(E(<,B-()&N#&'*=.#B$=&?#$BB<*+$&*,)/#$=(#),&#$<D$?/#
$.$B&$J<(N#$).#L2O#-$*)&()$)+(#$).#/%BB,=&#*/#$E$*<$J<(#,)<?#*)&(=)$<<?M#

• N+<(O(N#&='%-(+E=B#&=!A%=!6&(<#'G!A#(*/#$#-,=(#1()(=*+#D(J#$%&'()&*+$&*,)#
B=,&,+,<#.(E(<,B(.#J?#j$<(#$).#),D#.(B<,?(.#3$*=<?#J=,$.<?#*)#'*1'(=#(.%+$&*,)V#
*&#B=,E*.(/#/*)1<(7/*1)7,)#L<*>(#UUG#$).#U[#J%&#),&#"%&'G(=EO#$).#/%BB,=&/#-,/&#
/(=E(=7J=,D/(=#+,-J*)$&*,)/#L<*>(#"%&'G(=E#J%&#),&#UUG#$).#U[OM##;"G#&'%/#
B=,E*.(/#$.E$)&$1(/#,E(=#J,&'#UUGKU[#$).#"%&'G(=E#J%&#'$/#),&#J(()#.(B<,?(.#$&#
!"M##G'*JJ,<(&'N#.(/+=*J(.#J(<,DN#1()(=$<<?#B=,E*.(/#&'(#/(=E*+(/#,3#;"G#D*&'#&'(#
$..*&*,)$<#J()(3*&/#,3#/%BB,=&*)1#B,<*+?7J$/(.#=(<($/(#,3#$&&=*J%&(/#$).#.*=(+&#
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/%BB,=&#3,=#3(.(=$&*,)N#/,#$#)(D#.(B<,?-()&#,3#;"G#D,%<.#J(#b%/&*3*(.#,)<?#*3#$#
D(J#$BB<*+$&*,)#+,%<.#),&#/%BB,=&#G'*JJ,<(&'#J%&#+,%<.#/%BB,=&#;"GM#

P#'J#'68#*/#&'(#,=*1*)$<#&=%/&(.#&'*=.#B$=&?#$%&'()&*+$&*,)#B=,&,+,<#*)#D*.(7/B=($.#
%/(V#_(=J(=,/#$%&'()&*+$&*,)#.,(/#),&#=(A%*=(#%/(=/#&,#/().#$#B$//D,=.#J%&#=$&'(=#
%/(#&'(#B$//D,=.#&,#.(+=?B&#$#-(//$1(#3=,-#&'(#/(=E(=V#&'%/#&'(#B$//D,=.#)((.#),&#
J(#&=$)/-*&&(.M##X,&'#W*).,D/#^,-$*)#$).#!"C/#ZB()#G&$).$=.#U.]#=(<?#,)#
*-B<(-()&$&*,)/#,3#_(=J(=,/#,)#&'(#QJ$+>#().MR##G,-(#$BB<*+$&*,)/#'$E(#&'(#$J*<*&?#
&,#%/(#_(=J(=,/#3,=#$%&'()&*+$&*,)#,3#%/(=/#)$&*E(<?#L*M(MN#J%*<&#*)#&,#&'(#$BB<*+$&*,)ON#
$).#&'(/(#$BB<*+$&*,)/#+,%<.#=(<?#,)#(*&'(=#&'(#_(=J(=,/#_^;#L&'(#_(=J(=,/#
B$//D,=.#/&,=(#,=#Q_(?#^*/&=*J%&*,)#;()&(=RO#*)#&'(#!"#!)*3*(.#^,-$*)#,=#!"#ZB()#
G&$).$=./#U^]M##_(=J(=,/#$%&'()&*+$&*,)#*/#/(+%=(N#$%&'()&*+$&*)1#%/(=/#D*&',%&#&'(#
B$//D,=.#J(*)1#/()&#,)#&'(#)(&D,=>#$&#$<<N#J%&#'$/#,&'(=#<*-*&$&*,)/#&'$&#B=(+<%.(#
D*.(/B=($.#1()(=*+#%/(V#L6O#l(D#$BB<*+$&*,)/#%/(.#$&#!"#/%BB,=&#_(=J(=,/#)$&*E(<?#
L@"^U!G#$).#_(?G(=E(=#$=(#$-,)1#&'(#3(DOM##L2O#_(=J(=,/#B=,E*.(/#$%&'()&*+$&*,)#
/(=E*+(#,)<?V#/(=E*+(/#=(<?*)1#,)#(F&(=)$<#$%&'()&*+$&*,)#,3&()#D$)&#&,#<($=)#-,=(#
&'$)#&'(#3$+&#&'$&#$#%/(=#*/#$%&'()&*+$&(.9#&'(#$BB<*+$&*,)#-$?#)((.#&,#>),D#&'(*=#
)$-(N#(-$*<#$..=(//N#D'(&'(=#&'(?#$=(#$#/&%.()&#,=#(-B<,?((N#(&+MV#B=,&,+,</#/%+'#$/#
\^"0N#"%&'G(=EN#$).#G'*JJ,<(&'#$=(#$J<(#&,#B=,E*/*,)#/%+'#*)3,=-$&*,)#/,#'$E(#
1=($&(=#%&*<*&?#&,#-$)?#$BB<*+$&*,)/M#

0<QP>/.#L]*+=,/,3&#_(=J(=,/#0=,&,+,<#[F&()/*,)/O#QB=,E*.(#$..*&*,)$<#+$B$J*<*&?#
3,=#$%&',=*T$&*,)#*)3,=-$&*,)#*)+<%.*)1#1=,%B#-(-J(=/'*B/N#*)&(=$+&*E(#<,1,)#
*)3,=-$&*,)N#$).#*)&(1=*&?#<(E(</#$/#D(<<#$/#+,)/&=$*)(.#.(<(1$&*,)#$).#()+=?B&*,)#
/%BB,=&(.#J?#_(=J(=,/#B=*)+*B$</MR##
'&&B9KK-/.)M-*+=,/,3&M+,-K()7%/K<*J=$=?K++2::Y``L0@ZPM65OM$/BF#
#
RH/0#LHP#\"H#]$)$1(=O##
5!&3678(RH/0GS#*/#$#+'$<<()1(#=(/B,)/(#B=,&,+,<#3,=#$%&'()&*+$&*,)#&'$&#*)+<%.(/#
-%<&*B<(#,B&*,)/#$).#/%BB,=&(.#%).(=<?*)1#B=,&,+,</#&,#-$*)&$*)#/,-(#
+,-B$&*J*<*&?#D*&'#,<.(=#\]#$).#HP\]#E(=/*,)/M##P'(#.(&$*</#,3#&'(#$%&'()&*+$&*,)#
B=,&,+,<#*&/(<3#$=(#),&#)(1,&*$&(.V#&'(?#$=(#.(&(=-*)(.#J?#+,)3*1%=$&*,)#,)#J,&'#&'(#
+<*()&#$).#/(=E(=#L/((#),&(#$).#&$J<(/#J(<,DOM#X(+$%/(#*&#=(<*(/#,)#&'(#*)&(1=$&(.#
_(=J(=,/#_^;#$).#_(=J(=,/#&*+>(&/N#HP\]E2#()$J<(/#$BB<*+$&*,)/#&,#E(=*3?#%/(=/C#
$%&'()&*+$&*,)#D*&',%&#/((*)1#&'(*=#B$//D,=.#,=#'$E*)1#&'(#B$//D,=.#&=$)/*&#&'(#
)(&D,=>#$).#+$)#B=,E*.(#&=%(#/*)1<(7/*1)7,)M##X(+$%/(#,3#&'(#*)&(1=$&*,)#D*&'#"^N#
$BB<*+$&*,)/#+$)#$</,#=(&=*(E(#,&'(=#$&&=*J%&(/#L(M1MN#=,<(/#$).#1=,%B#-(-J(=/'*B/OM##
5!&3678(RH/0GM#$BB($=/#,++$/*,)$<<?#*)#J<,1/N#J%&#.,(/#),&#$BB($=#*)#&'(#
]*+=,/,3&#^(E(<,B(=#H(&D,=>#D(J#/*&(M#
5!&3678(RH/0<<?##LHP#\"H#]$)$1(=#G(+%=*&?#G%BB,=&#0=,E*.(=O#*/#$#-(//$1*)1#
B=,&,+,<#&,#3$+*<*&$&(#HP\]#$%&'()&*+$&*,)#$).#)(1,&*$&(#*)&(1=*&?#$).#
+,)3*.()&*$<*&?#,B&*,)/M#HP\]GG0#*/#.(<(&(.#3=,-#h*/&$#$).#W*).,D/#G(=E(=#255Y#
'&&B9KK-/.)M-*+=,/,3&M+,-K()7%/K<*J=$=?K$$8Y56`2M$/BF##
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<+0/(T<#AE'!=@(+88#'=!6&(0%'UE;(/%&KE%K#V#B=,E*.(/#$)#Z"GUG#/&$).$=.#
LZ=1$)*T$&*,)#3,=#&'(#".E$)+(-()&#,3#G&=%+&%=(.#U)3,=-$&*,)#G&$).$=./O#3,=#&'(#
(F+'$)1(#,3#$%&'()&*+$&*,)#$).#$%&',=*T$&*,)#.$&$#J(&D(()#/(+%=*&?#.,-$*)/M###
NE8=6:(<+0/#+,.*)1#*/#+%==()&<?#%/(.#&,#$%&'()&*+$&(#%/(=/#&,#!"l#m,,1<(#"BB/M#
<B!JJ6-#=B#*/#$)#*-B<(-()&$&*,)#,3#G"]\#/B(+*3*+$<<?#.(/*1)(.#&,#()$J<(#D(J#/*)1<(7
/*1)7,)N#3(.(=$&*,)N#B,<*+?7J$/(.#$&&=*J%&(#=(<($/(N#$).#B=*E$+?#B=,&(+&*,)#.(E(<,B(.#
J?#&'(#U)&(=)(&2#+,--%)*&?#D*&'*)#'*1'(=#(.%+$&*,)M##U);,--,)#*/#$#3(.(=$&*,)#,=#
+<($=*)1#',%/(#&'$&#3$+*<*&$&(/#&=%/&#J(&D(()#3(.(=$&*,)#-(-J(=/M##;%==()&<?#/,-(#
255#%)*E(=/*&*(/#L*)+<%.*)1#!"ON#E().,=/N#$).#$1()+*(/#$=(#-(-J(=/#,3#U);,--,)M###

?.$"#$,&'(7*$*%"(&*$+"#$,-&$,.#(,#7%&0$%*-$*%"(

7 %"BB=,E(#'$/#J(()#.(E(<,B(.#J?#GWUP;a#&,#D,=>#D*&'#G'*JJ,<(&'#&,#B=,E*.(#
().#%/(=/#$)#(FB<*+*&#*).*+$&*,)#,3#D'*+'#$&&=*J%&(/#$J,%&#&'(-#$=(#$J,%&#&,#J(#
=(<($/(.N#$).#()$J<(#&,#&'(#*).*E*.%$<#&,#+',,/(#D'(&'(=#&,#=(<($/(#=(A%(/&(.#
$&&=*J%&(/M##

7 PD,#3$+&,=#$%&'()&*+$&*,)N#=(A%*=*)1#$#B'?/*+$<#&,>()#*)#$..*&*,)#&,#$#B$//D,=.M##
PD,#3$+&,=#$%&'()&*+$&*,)#+$)#D,=>#*)#,%=#(F*/&*)1#_(=J(=,/#=($<-#&,#%&*<*T(#
(F*/&*)1#!"#+=(.()&*$</#*)#+,-J*)$&*,)#D*&'#$)#$..*&*,)$<#&,>()#3,=#&',/(#
/(=E*+(/#&'$&#=(A%*=(#$..*&*,)$<#<(E(<#,3#$//%=$)+(M#

7 G'*JJ,<(&'7<*>(#$%&'()&*+$&*,)#3,=#/(=E*+(/#,&'(=#&'$)#D(J#J$/(.#L*M(MN#3,=#Q&'*+>#
+<*()&R#$BB<*+$&*,)/OM#

7 0_U#LB%J<*+#>(?#*)3=$/&=%+&%=(O#+(=&*3*+$&(/#+,%<.#%&*<*T(#E(=?#=,J%/&#B%J<*+7
B=*E$&(#>(?#B$*=/#$).#(/&$J<*/'(.#&=%/&#3$J=*+#3,=#$%&'()&*+$&*,)#D*&'#3(.(=$&*,)M##
0_U#$<D$?/#/((-/#b%/&#,%&#,3#=($+'#3,=#D*.(7/B=($.#$.,B&*,)#$&#&'(#<(E(<#,3#
*).*E*.%$</M#
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From http://technet.microsoft.com/en-us/magazine/2006.08.securitywatch.aspx 

NTLMv2 is turned on using the LMCompatibilityLevel switch (known as some variant 

on "LAN Manager authentication level" in Group Policy). LMCompatibilityLevel takes 

six different values, from 0 to 5. The levels are shown in Figures 3 and 4. 
  Server-Side LMCompatibilityLevel Impact 

 

Level Group Policy Name Sends Accepts Prohibits Sending 

4 Send NTLMv2 response 

only/refuse LM 

NTLMv2 Session 

Security 

NTLM, NTLMv2 LM 

5 Send NTLMv2 response 

only/refuse LM and 

NTLM 

NTLMv2, 

Session Security 

NTLMv2 LM and NTLM 

  Client-Side LMCompatibilityLevel Impact 

 

Level Group Policy Name Sends Accepts Prohibits Sending 

0 Send LM and NTLM 

Responses 

LM, NTLM 

NTLMv2 Session 

Security is negotiated 

LM, NTLM, 

NTLMv2 

NTLMv2 

Session Security (Win2K 

below SRP1, NT4 & 9x  

1 Send LM and NTLM—

use NTLMv2 session 

security if negotiated 

LM, NTLM 

NTLMv2 Session 

Security is negotiated 

LM, NTLM, 

NTLMv2 

NTLMv2 

2 Send NTLM response 

only 

NTLM 

NTLMv2 Session 

Security is negotiated 

LM, NTLM, 

NTLMv2 

LM and NTLMv2 

3 Send NTLMv2 response 

only 

NTLMv2 

Session Security is 

always used 

LM, NTLM, 

NTLMv2 

LM and NTLM 

#
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